SAP S/4HANA Architecture and Connectivity [ SAP Cloud,

SAP ENVIRONMENTS SYSTEM ARCHITECTURE , \AISAP Enterprise Cloud Services

COMMUNICATION/CONNECTIVITY ARD | \cb (10ud Applications

(B) SAP Business Technology Platform

SAP Enterprise Cloud , SAP BTP ]

High-Level Architecture and Connectivity

SECURITY REQUIREMENTS SAPECSPCE, SAPBTP and SAP Cloud applications - Integrations Touchpoints

: SAP Enterprise Cloud Services SAP CPl Integratio Suite/SAP

Scenario 1 - SAP 54 Outbound - Inbound to Scenario P 5 SAP Cloud Services Comments

Ariba SCC Business Network/Ariba Spend [ECS] Cl Data Services [SAP BTP]

SAP S/4HANA - RFC Destination/Ariba

Addon = to Ariba SCC Business Network/Ariba

: Spend [ WSDL/OData over HTTPS and ALE] SAP Cloud
Destination > Applications

SMs9Seup |

Scenario 2- SAP 54 Inbound - Outbound from
Ariba SCC Business Network/Ariba Spend
Ariba SCC Business Network/Ariba Spend >

Cl1
=

Ariba ClG

Cloud
Integration
GatEway

SAP S/4HANA Outbound /Inbound with
SAC, SAP LBN and SAP Success Factars

Sceanriphand6

SAPS/4HANA PCE

SAP Integration Suite is used for
interfaces both sides

SAP Analytic Cloud
SAPLEN - Logistic Buisness Netwrok
SAP Success Factors[HR and Payroll]

API Calls | WSDL/Odata over HTTPS]:
Eventsthrough Event meshforfew SAP
S/4HANA Asynchronous outbounds

SAPMDG Outbound fInbound with SAC,

SAP ntegration Suite is used for

SAP Analytic Cloud

API Calls | WSDL/Odata aver HTTPs):

Ariba CIG> SAP Cloud Connector SAP S/4HANA
[ WSDL/OData over HTTPS]

SAPLBN and SAP Success Factors
Scenario7 and 8

SAP S/4HANA Outbound /Inbaund with
SAPIBPScenario9and 10

interfaces both sides APl Calls|
WSDL/Odata over HTTPs],
AP Cl Data Services isusedfor
interfaces both sides API Calls[
WSDL/Odata over HTTPs],
SAPCl Data Services isused for
interfaces both sides API Calls[
WSDL/Odata over HTTPs],

SAP LBN - Logistic Buisness Netwrok
SAPSuccess Factors[HR and Payroll]
SAP|BP- Integrated business Planning

SAP S/4HANA PCE AP| Calls[W3DL/Odata over HTTPs]; Data

pull/pushtothe end database tables

SAPMDG Outbound /Inbound with SAP [BP|SAPMDG PCE
Sceanrip11and 12

SAP|BP- Integrated business Planning APICalls[WSDL/Odata over HTTPs] Data

pull/push tothe end database tables

Scenario 3 - SAP MDG Outbound - Inbound to
Ariba SCC Business Network/Ariba Spend
SAP MDG - RFC Destination/Ariba Addon >
to Ariba SCC Business Network/Ariba Spend [
WSDL/OData over HTTPS and ALE]

Connectivity between SAP Enterprise cloud services , SAP Business technology
Platform and SAP Cloud Applications are secured by VPN tunnels with proper

SAP Cloud SSL Certs /Authorization

Applications

Destination
>
W59 Set

Ariba ClG
ud

Integration
GatEway

Scenario 4- SAP MDG Inbound - Outbound from
Ariba SCC Business Network/Ariba Spend
Ariba SCC Business Network/Ariba Spend >
Ariba CIG~> SAP Cloud Connector SAP MDG [
WSDL/OData over HTTPS]

Scenario 5B - SAP S/4HANA Outbound -
Inbound to Ariba LBN/SAP Success Factor/
SAP Analytic Cloud [Same pattern]

SAP BTP/CPI [Integration Suite] > API Call [
WSDL/OData over HTTPS ] 2 to Ariba LBN/
SAP Success Factor/SAP Analytic Cloud

Scenario 5A - SAP S/4HANA Outbound -
Inbound to Ariba LBN/SAP Success Factor/
SAP Analytic Cloud [Same pattern]

SAP S/4 > API Call from SAP CPI/Event Push
from S/4 [ WSDL/OData over HTTPS ] = to
SAP BTP/CPI [Integration Suite]

v
\4

TAFHRFC

Destination
SM595etup |0

SAP Business
Technology Platform

SAP Claud
Connector
Gt way

SAP Cloud
Applications

A

Scenario 6B - SAP S/4HANA Inbound -
Outbound from Ariba LBN/SAP Success
Factor/SAP Analytic Cloud [Same pattern]

APT Call from SAP Cloud Applications [ WSDL/
OData over HTTPS ]

Scenario 6A - SAP S/4HANA Inbound -
Outbound from Ariba LBN/SAP Success
Factor/SAP Analytic Cloud [Same pattern]
API Call from SAP CPI [ WSDL/OData over
HTTPS ]

Scenario 7A - API Call from SAP CPI/Event
Push from SAP S/4 [ WSDL/OData over
HTTPS ]

Scenario 7B - APTI Call from SAP BTP/CPT [
WSDL/OData over HTTPS ]

ArDa Aod Lhn
Components

v
A

Destination

ShSS Setu B 1

SAP Claud
Connector
G ateway

SAP Business

Technology Platform
Scenario 8B - APTI Call from SAP Cloud

- Applications [ WSDL/OData over HTTPS ]

Scenario 8A - API Call from SAP CPT [
WSDL/OData over HTTPS ]
<,

SAP Cloud
Applications

Scenario 9A - API Call from SAP CPI [ WSDL/OData Scenario 9B - API Call from SAP BTP/CPI [ WSDL/OData over
over HTTPS ] > HTTPS ]

>
SAPFRFC C3
Destination

SM59 Setug B 2 SAP Business

Technology Platform
Scenario 10A - API Call from SAP CPI [ WSDL/OData
over HTTPS ]

SAP Cloud
Applications

Scenario 10B - API Call from SAP Cloud
Applications [ WSDL/OData over HTTPS ]

SAP Claud
Comnector
G abe wialy

Scenario 11B - Data push to SAP IBP Tables
making APT Call from SAP CI DS [ WSDL/OData

over HFFPS] >

Scenario 11A - Data pull from SAP S/4HANA
Tables using API Call from SAP CI DS [ WSDL/
OData over HTTPS ]

Destination
SM5S Setu >

Scenario 12A - Data push to SAP S/4HANA AP Cloud usmg:_‘I;I_PCSaI]I from SAP CI DS [ WSDL/OData
Tables making APT Call from SAP CI DS [ WSDL/ Fannectar over

<
- |

C3

SAP Cloud
Applications

SAP Business
Technology Platform

Scenario 12B - Data pull from SAP IBP Tables

OData over HTTPS ]
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